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A new image encryption approach
based on three-dimensional chaotic
maps

FENG HuaNG??, HUIMING DENG?

Abstract. Since 1990s some two-dimensional chaotic maps, act as baker map and cat map,
were used in image encryption. But the encryption using two-dimensional chaotic maps only
shuffled the positions of the image pixels and hadn’t changed the value of the pixel. It couldn’t
against statistical cryptanalysis. Here it proposed a new encryption approach based on three-
dimensional chaotic maps which were used in encryption. Firstly, it introduced eight different
two-dimensional chaotic maps which was realized by processing image stretch and fold. Secondly
a plain image was extended to three-dimensions one by the value of pixels. Here 8-bit grayscale
images could be divided into eight layers. Lastly it used the two-dimensional chaotic maps to
encrypt each layer of the map. More detail studies proved that high correlation among adjacent
pixels was rapidly charged and the value of pixel was changed at the same time. The encryption had
good diffusion and confusion. It could satisfy fast security requirements in some public network.
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1. Introduction

For personal privacy, image security need be satisfied before transmitted over
some public network. People used some encryption technology to protect image
from attacks. Among them, encryption based on chaos had certain advantages[1-4].
Some characteristics in chaos could be connected with the “confusion” and “diffusion”
property in encryption. Such as chaos system was sensitive dependence on initial
conditions or parameters, broadband power spectrum, randomness in the time do-
main[5].

Image had space redundancy for biggish relativity about neighborhood pixels.
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Image permutation was an important part in encryption which could charge the
position of pixels randomly. Some typical chaotic maps, the cat map, the baker map
and the tent map, were used for image permutation. In Fridrich[6], a symmetric
image encryption scheme was designed. The image permutations induced by the
baker map behave as typical random image permutations. In [7,8], symmetric image
encryption schemes based on three-dimensional chaotic maps were proposed. Image
permutation employed by chaotic maps was an important part of encryption. In [9]
a large chaotic permutation matrix was designed to achieve the high performance of
pseudorandom permutation.

The chaotic maps shuffled the positions of image pixels and convert plain image
into a new image not recognizable by its attackers. The permutation could protect
image and against statistical cryptanalysis. But it couldn’t resist plaintext attack.
At the same time, there were a lot of week keys and duplicate keys in permutation
based on those maps. In [6], the key was not sensitive enough. A bit change of key
could not completely affect the results of encryption and decryption. In [10], a new
chaotic map was proposed. Unfortunately, there were some security risks. Act as
the number “0” was a weak key. A good way was to use chaotic maps to both change
the pixel position and pixel value. The encryption had good diffusion and confusion.

SCAN patterns [11,12] could be used in image encryption. But it required the
plain image must be square and its size be even. By the idea of patterns, the
paper proposed eight different chaotic maps. Those maps were used to encrypt
each lays of an image. An image encryption approach was realized by them. The
high correlation among adjacent pixels was rapidly charged and the value of pixel
was changed. The approach had good diffusion and confusion. It could satisfy fast
security requirements in some public network.

2. The Principle of the Chaotic Maps

Suppose that a square image consists of NxN pixels with L gray levels. The
chaotic map was realized by processing image stretch-and-fold. Firstly, the square
image was divided into two isosceles triangles along the one diagonal, utilizing the
difference of the pixel numbers of two adjacent columns of the triangles, each pixel
in one column was inserted to the next adjacent column. Then, the plain image
could be stretched to a new pixel’s line. Finally, the line was folded over to a new
square image whose size was the same as the plain image. It shuffled the positions of
image pixels. The process was invertible which is seen in Figure.1. For the different
diagonal direction, there were two maps, map a and map b here.

Examples were given here. The process of the map a permutation was shown in
Figure.2. The image with 4x4 pixels, that was N=4. The pixels join to another
part of line. Then it connected two parts to a line. Lastly it was from a pixel’s line
to a square image different from the originally one. The map b was symmetric with
the map a.

Supposing the dimension of a square image is N x N, where N is an integer. A(,
7) is the matrix of a square image, in which each element corresponds to a gray-level
value of the pixel (3, 7); L(i), i=0, ..., N -1, =0, ..., N -1. N is a one-dimensional



A NEW IMAGE ENCRYPTION APPROACH 227

-—
—
(=)
—
—
b

0.5 63 @) ey a2

(1.3) (L) (02 (03) (11)
(00) (01}) G0 G
2.0 @n Ly (¢2)

Fig. 2. The process of the map a with a 4x4 image

vector mapped from A.
The map a is shown in Figure.l (a). The algorithm of the image is described
with the following formula:

N+j+2)(N—j—1)
2
while j 4, N- j is odd number, i=0, ..., N-1, j=0, ..., N-1.
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while j i, N- j is even number, ¢=0, ..., N-1, =0, ..., N-1.
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2

L] +2(N —i—1)] = A(i, ) (3)

while j<i, j is even number, i=0, ..., N-1, =0, ..., N-1.

N2+ N+ (2N —j)x(j—1)

L[ 3

+2(N —i) = 1] = A(i,j) (4)

while j<3, j is odd number, =0, ..., N-1, =0, ..., N-1.
The map b is shown in Figure.1 (b). The algorithm of the image is described with
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the following formula:
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while j i, N- j is odd number, =0, ..., N-1, j=0, ..., N-1.
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while j<i, j is even number, ¢=0, ..., N-1, =0, ..., N-1.
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while j<i, j is odd number, =0, ..., N-1, =0, ..., N-1.
The line of N x N pixels L is further mapped to a same size N x N square image, B.
Here there are four methods to do this. It can be seen in Figure.3. Method one is
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Fig. 3. Four folding algorithms

shown in Figure.3(a). While i=0, ..., N-1, j=0, ..., N-1, the map from line L to
image B is described with the following formula:

B(i,j) = L(i- N +) (9)

Another method is shown in Figure.3(b). The map from line L to image B is de-
scribed with the following formula:

B(i,j) = L(j - N + 1) (10)

Another method is shown in Figure.3(c). The map from line L to image B is de-
scribed with the following formula:

B(i,j)=L(N —1—i)-N+N —1— ) (11)

Another method is shown in Figure.3(d). The map from line L to image B is de-
scribed with the following formula:

Bli,j)=L((N—1-4)-N+N—1—1i) (12)



A NEW IMAGE ENCRYPTION APPROACH 229

Using the maps and folding methods, it could get eight complete chaotic maps. Act
as the map A may means using the map b stretched the square image to a line and
using formula (9) fold the line to another image, shown in Table.1.

Table 1. The map patterns

Map Patterns | Form of map Pat-
terns
1 map A The map b + for-
mula(??)
2 map B The map a + for-
mula(?7)
3 map C The map b + for-
mula(?7?)
4 map D The map a + for-
mula(??)
5 map E The map b + for-
mula(?7)
6 map F The map a + for-
mula(??)
7 map G The map b + for-
mula(?7)
8 map H The map a + for-
mula(??)

3. Extension to three-dimension map

The square image consists of NxN pixels with L gray levels. The gray level
value of each pixel A is in decimal which can be expressed as a binary number.

It can split the plain image into eight layers. As shown in Figure.4, the first layer
is composed by the lowest coefficients of the binary number of image values; the
second layer is composed by the second...and so on.
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Fig. 4. Delamination of image
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4. A image encryption approach base on the maps

Here, the plain image was shown in Figure.5. It has 256x256 pixels with 8-bit
grayscale. It could be divided into eight layers by formula (13). The eight complete
chaotic maps in Table.1 could be used to permute every layer’s pixels. At the same
time, it also charged the value of pixels in plain image. The method of key design
could be seen in Table.2. The number of maps of each lay was used as the key. The
total number of maps was 100. Act as the key is “0123”, the “0” means the number
of map A was 20, map B was 20, map C was 10 and so on, the “1” means the number
of map A was 20, map B was 10, map C was 20 and so on....

An image encryption approach was carried out based on the map patterns. The
plain image was encrypted using the maps by the key “0” and “0123”. By Figure.5,
it could be seen that the plain image has been encrypted. Figure.6 showed the value
of image was changed. The time of encryption by key “0” was 0.0997s; the time of
decryption by key“0” was 0.1012s. (the CPU of PC was Intel’s core i5 1.6Ghz, the
ram was 4G, and the operating system was Windows 10).

Table 2. Key design

number map A map B map C map D map E map F map G map H
of map

key

0 20 20 10 10 10 10 10 10
1 20 10 20 10 10 10 10 10
2 10 20 20 10 10 10 10 10
3 10 120 10 20 10 10 10 10
4 10 10 20 20 10 10 10 10
5 10 10 20 10 20 10 10 10
6 10 10 10 20 20 10 10 10
7 10 10 10 20 10 20 10 10
8 10 10 10 10 20 20 10 10
9 10 10 10 10 20 10 20 10

Key space. Since the length of the key in encryption had no limit, its key space could
be calculated according to the length of the key. Suppose the key was represented in
decimal. The relationship between the key space size and the key length was shown
in Table.3. In theory, security key could be any long integer to satisfy the different
security requirements. But the encryption speed was related to the length of the
key. So it was better to made arrangements on key length before encryption.

Table 3. Key space size vs keys length
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Fig. 5. Plain image and cipher image
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Fig. 6. the histogram between plain image and cipher one

Key length | 6 7 8 9
(digit)
Key  space | 108 107 108 109
size
Correlation. Correlation of two adjacent pixels in a cipher image, , , Where x

and y were gray-scale values of two adjacent pixels in the image.
Figure.7 showed the correlations of two horizon-tally adjacent pixels in plain
image and cipher image (key was “0123”): the correlation coefficients were 0.9442,
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0.0006. Similar results for diagonal and vertical directions were shown in Table.4.
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Fig. 7. Correlations of adjacent pixels
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Tabled. Correlation coefficients of two adjacent pixels

Plain image | Cipher im-
age
horizonta] 0.9442 0.0006
vertical | 0.9711 0.0007
diagonal | 0.9187 0.0002

Fized point ratio.Where key was “0123” BD=0.45%. Those meant the positions
of the 99.55% plain image pixels were charged.

Change of the gray.Where key was “0123” GAVE = 71.41.

average values of the pixels were charged by 27.7%.

R-m self-relevance. Where r=1, the r-m self-relevance could see in Table.5, here
keys was “0123”. It could be proved the self-relevance of cipher image significantly
reduced compared with the plain image. In Table.5, the value of self-relevance was
even smaller than the value when m=1. Those mean the effect of permutation was

Those meant the

very good.
Table 5. Self-correlation of images
m 1 2 3 4 5 6 7 8 9 10 11 12 13
lena | 0.41 | 0.41 | 0.46 | 0.50 | 0.54 | 0.57 | 0.60 | 0.62 | 0.64 | 0.66 | 0.68 | 0.69 | 0.70
keys | 0.13 | 0.13 | 0.14 | 0.14 | 0.14 | 0.15 | 0.15 | 0.16 | 0.16 | 0.16 | 0.17 | 0.17 | 0.18
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5. Summary

Some chaotic maps were used in image permutation for only shuffling the posi-
tions of image pixels. Here the 8-bit grayscale images were divided into eight layers.
It used some different chaotic map to permute every layer’s pixels. The process had
good diffusion and confusion. It proposed a three-dimensional encryption approach
based on new eight chaotic maps. The chaotic maps realized by processing image
stretch-and-fold. It used the eight-different chaotic map to permute every layer’s
pixels. The process permuted the position of pixels and also change the value of im-
age. The advantages of the approach could be described as follows: 1) the approach
was quite simple, enough safe and fairly fast. 2) the encryption had no message loss.
3) the key space could be enough big to satisfy security requirements.
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